Abstract-Maximizing the network lifetime is one of the major challenges in Low Power and Lossy Networks (LLN). Routing plays a major role in LLN, for minimizing the energy consumption across the network nodes. IPv6 Routing Protocol for Low Power and Lossy Networks (RPL) is a standardized routing protocol for LLN. Though, RPL fulfilled the necessity of LLN, several issues like increasing the energy efficiency, quality of service and the network lifetime are to be focused. In LNN, the inefficient route selection results in increased network traffic, energy depletion and packet loss ratio across the network. In this paper, we propose a fuzzy logic based energy aware routing protocol (FLEA-RPL), which considers the routing metrics load, residual energy (RER) and expected transmission count (ETX) for the best route selection. FLEA-RPL applies fuzzy logic over these metrics, to select the best route to transfer the network data efficiently. The COOJA simulator is used to assess the efficiency of the proposed FLEA-RPL. The FLEA-RPL protocol is compared with similar protocol standard RPL, MRHOF (ETX) based RPL (MRHOF-RPL) and FL-RPL. The simulation result shows that FLEA-RPL improves the network lifetime by 10-12% and packet delivery ratio by 2-5%.
I. INTRODUCTION
Internet of Things (IoT) is a recent and emerging research area of social, technical and economic significance [1] . It enables the machine to machine communication over the internet, without human involvement [2] [3] [4] . Nowadays, the people are using IoT application such as smart home, smart city, healthcare, wearable, smart grid, connected car, smart retail, smart supply chain and smart farming [3] .
LLN is a network, which composed of resource constrained devices interconnected by the wireless links [5] . Routing plays a vital role for energy conservation in Low power and lossy networks (LLN). In LLN, the routing protocol has the constraints like low data processing capacity, limited memory and energy. Moreover, LLN routing design need to self organize the network nodes; by healing itself without manual involvement [6] . Thus, the conventional routing protocol is not suitable for LLN. IETF standardized IPv6 routing protocol for low power and lossy networks (RPL) for LLN [7] .
In LLN, if the participant node needs to join the DODAG, it should consider different routing metrics for the best route selection to transfer the data. In this paper, we propose fuzzy logic based energy aware routing protocol (FLEA-RPL), which considers the routing metrics Load, RER and ETX, to select the best route, to transfer the data efficiently. Thus, it decreases the multipoint to point data traffic in upward routing, point to multipoint data traffic in downward routing.
The paper is organized as follows: Section 2 describes the related work. Section 3 describes the Proposed Routing protocol design. Section 4 represents the performance evaluation. Finally, we conclude and discuss the future work in section 5.
II. RELATED WORKS
In this section, we present the description of RPL routing protocol and recent research carried on energy aware RPL.
A. Overview of RPL
RPL is a proactive routing protocol and it follows the Destination oriented Acyclic Graph (DODAG). In DODAG, the participant node sends the data to DODAG root, through parent node and the root node finds the route, to forward the data to the destination node. Upward root indicates the edge direction towards the root and downward root indicates the edge direction away from the root. RPL protocol generates more than one RPL instances in a network and each instance contains more than one DODAG. RPL rank indicates that how long distances from DODAG root to parent. The DODAG node has storing and non storing mode. By default, the root node has storing mode and it maintains the routing table about the entire network. In DODAG, the root node gives the right, to some node and it can maintain the part of network routing information. In storing mode, the node can collect and forward the data to other node. In non storing mode, the node can simply forward the data to other node. RPL has four control messages namely, DODAG Information Solicitation (DIS), Information Object (DIO), Advertisement Object (DAO) and Advertisement ObjectAcknowledgement (DAO-ACK). Initially, the DODAG request process is carried out in two ways. i. participant node sends the DIS request to DODAG. ii. DODAG sends the DIO request messages to all participant nodes. The DODAG enables the trickle timer; the participant node needs to send the DAO control messages to DODAG within the time interval. Then, the DODAG sends the DAO-ACK control messages to all participant nodes [8] .
B. Energy Aware RPL
Recently, many research works has done on energy aware routing in RPL, which minimizes the node energy consumption, to improve the network lifetime. Most of the Energy aware RPL work is focused on single routing metric, composite metric using average weight values and composite metric using fuzzy logic.
Oana Lova et'al [9] proposed the expected lifetime as routing metric to improve the network lifetime. The main objective of this work is to find the bottleneck of node and spread the network traffic among the network nodes. It achieves the reliability and stability of the network. Mamoun Qasem et'al [10] introduced a new objective function, to balance the traffic load over the network nodes. It is mainly focused on energy efficiency and it avoids the data transmission failures over the network. Zhenfei Wang et'al [11] designed an improved RPL routing protocol for WSN. In IRPL, they proposed an objective function namely, Life Cycle Index (LCI) for path selection. The LCI is considered the node metrics namely, hop count and residual energy and the link metric namely, throughput, packet loss ratio and link quality. IRPL redesigned the parent selection strategy for rank calculation and it is adopted into DODAG structure. Thus, IRPL is improved the overall network lifetime.
Ali Hassan et'al [12] proposed a composite metric based RPL, which consider the routing metrics residual energy and battery discharge index, to improve the network lifetime. It avoids the battery depletion near to the sink node, for transfer the data from source to destination nodes. Mohammad Nassiri et'al [13] proposed an efficient and dynamic parent selection in RPL routing, which considers the composite metrics remaining energy and load, to select the multiple parent and transfer the data efficiently. In RPL, It is modified the cluster tree in MAC layer, so it is extended the lifetime of the network. Hongliang Tian et'al [14] introduced the quality of information aware RPL (QoI-RPL) and it is improved the standardized RPL in two ways, such as neighbor list and information of DIO and QoI of data are used to detect the event, for optimizing the topology and reduce energy consumption in RPL.
In [4] proposed energy aware routing protocol, which considers load and battery discharge index, to select the best path for transfer the data effectively. It avoids the early battery depletion near to sink node and also suitable for small scale networks. Nikesh man Shakya et'al [15] introduced a smart energy efficient objective function to develop the reliability and energy efficiency for smart metering application. It is considered the routing metric such as ETX and estimated remaining lifetime for improving the network lifetime. In [7] evaluated the performance of IRPL for wireless sensor networks. It introduced the composite routing metrics remaining energy and link quality, to select the best route, for transfer the data from source to destination.
Olfa Gaddour et'al [16] proposed QoS aware RPL routing for LLN. It considered the routing metrics end-toend delay, expected transmission count, hop count and link quality level. It is applied the fuzzy logic over these metrics to select the best path for transfer the data efficiently over the network nodes. Sheeraz A.Alvi et'al [17] proposed a new objective function, which contain the routing metrics hop count and ETX, for improving the network lifetime.
III. PROPOSED ROUTING PROTOCOL DESIGN
In this paper, we propose FLEA-RPL and it is an improved version of standard RPL. FLEA-RPL applies the fuzzy logic over the routing metrics Load, RER and ETX to select the best route, to transfer the data efficiently. The above mentioned routing metric evaluates the quality of preferred parent and it compares with set of preferred parent. Finally, it chooses the best parent among the preferred parent in DODAG. The participant node sends the data to DODAG root through best parent.
A. Metrics of Interest

A1. Residual Energy
Residual energy (RER) measures the amount of available energy in the network node. Residual energy indicates that the variation of initial energy and current energy of node RER(Ni) [12] . The residual energy calculation formula is given in (1).
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A2. Load
Network traffic or traffic load is an amount of data moving across the network at specific instant of time. candidate parent node [17] . During the parent selection, it takes into account the number of children count in the parent. The traffic load calculates from (2) and (3). The path load calculates from cumulative count of children node in the entire route.
Node traffic calculates from child count of the respective node.
A3. Expected Transmission Count
Expected transmission count is a wireless link metric and it predicts the link quality from number of transmission and including retransmission of the data delivery [18] . The ETX metric calculates from (4) and (5).
 Link ETX Link ETX represents the forward and reverse data delivery of the particular link. The forward data delivery (Df) represents the probability of data packet that successfully reached at recipient and reverse data delivery (Dr) represents the probability that acknowledgement packet received successfully at the sender. The link ETX calculates from (4).
 Route ETX Route ETX finds the link quality of particular path Px. The Route ETX calculates from (5).
B. Fuzzy logic based composite routing metric in RPL
FLEA-RPL applies the fuzzy logic over the routing metrics Load, RER and ETX, to select the best route, to transfer the data efficiently. Fuzzy logic is a multi valued logic and its value between 0 and 1. During the parent selection, fuzzification and defuzzification process is carried out, for selecting the quality of parent node, to transfer the data from source to destination.
B1. Fuzzification
Fuzzification is a process of convert the crisp input value into fuzzy set. In FLEA-RPL, the routing metrics are Load, RER and ETX, to select the best path, to transfer the data. In fuzzy logic, the important terminologies are linguistic variable and membership function.
 Linguistic Variable
Linguistic variable is a structure of language and it is divided into a number of sub fields. It belongs to set and the values between true and false. The linguistic variable holds the input and output of routing metrics. It represents the value in the form of words rather than numeric.
Linguistic variable of load contains three sets according to the position of DODAG, light, normal and heavy. Fig.1 shows that the value of load is less than or equal to 3, a fuzzy subset of node is "Light" of the DODAG and membership value is 1. The value of load between 3 and 6, the membership value is decreasing gradually from 1 to 0. Likewise, we consider the linguistic variable "Normal" and "Heavy" as per the diagram.
Linguistic variable of RER contains three sets according to the position of DODAG, low, average and full. Fig.2 shows that the value of the RER is less than or equal to 75, a fuzzy subset of node is "Low" of the DODAG and membership value is 1. The node value between 25 and 75, the membership value is from 1 to 0. Likewise, we follow the linguistic variable "Average", "Full" as per the diagram.
Linguistic variable of ETX contains three sets according to the position of DODAG, short, average and long. Fig.3 shows that the value of ETX is less than or equal to 10, a fuzzy subset of node is "Short" of the DODAG and membership value is 1. The value of ETX between 10 and 30, membership value is decreasing gradually from 1 to 0. Likewise, we follow the linguistic variable "Average", "Long" as per the diagram.
Linguistic variable for quality of neighbor node contains seven sets, awful, low bad, bad, low good, good, very good and excellent. The quality of the values between 0 and 100 assigns to preferred parent node. Fig.4 shows that the quality of neighbor is less than or equal to 12, a fuzzy subset of node is "Awful" of the DODAG and membership value ranges from 0 to 1. Likewise, it finds the membership values from different quality of preferred node value.
 Membership Function
A membership function evaluates the linguistic variable, to provide the accurate measurement of input and output variable. Fig.1-4 shows that the membership functions of load, RER and ETX. We have chosen the trapezoidal shape membership function for input variable and triangle shape membership function for output variable in the fuzzy logic system [19] [20] [21] . The membership function and threshold values can be finetuned based on the application requirements.
Load membership function indicates the data traffic across the network nodes. Liang Zhao et'al introduced Neighborhood Load Routing, to detect the network traffic load. It is represented the network load as light, normal and heavy [22] . The linguistic variable Light (Load) membership function can be written from (6). Likewise, we can write remaining linguistic variables such as normal and heavy. In addition, we can represent the membership function of RER and ETX. Fig.1 shows that membership function of Load metric and it ranges from 0 to 20. Residual energy membership function measures the remaining energy from the battery. T. Winter et'al proposed a RFC 6550 for LLN and it is standardized by IETF. It specifies the energy ranges from 0 to 255 [8] . Fig.2 shows that residual energy membership and its values from 0 to 1. During parent selection process, the participant node selects the high remaining energy from preferred parent node. ETX indicates the quality of the node link and it is one of the prominent routing metric in LLN. Fig.3 shows that ETX metric ranges from 0 to 100. We have set the ETX ranges and membership values from Olfa Gaddour et'al introduced QoS aware fuzzy logic based RPL [16] .
Quality of the neighbor node membership function ranges from 0 to 1. The quality ranges between 0 and 100 that assigns to the neighbor node. The output variable and its value ranges are decided from olfa Gaddour et'al introduced QoS aware fuzzy logic based objective function for RPL [6] . Fig.4 shows that quality neighbor node. The output fuzzy set "Quality" indicates the neighbor or preferred parent quality. It contains seven elements in fuzzy set from "awful" to "excellent". The quality of neighbor value ranges between 0 and 100 and it finds the neighbour quality of each participant node. Fuzzy rule evaluates the fuzzy input using mamdani model [23] . It follows the minimum operator as composition function and maximum operator as aggregation function.
B3. Defuzzification
Defuzzification is a process of convert the fuzzy input into crisp set. It provides single crisp value from several membership functions and its value ranges between 0 and 100. We have chosen the weighted average method for defuzzification [24] . Equation (7) represents the weighted average method in mathematically, the crisp set R from the fuzzy region B.
Where N is number of fuzzy rules occurred in the fuzzy inference system, W i is domain value respective rule "i" and B  indicates the predicate truth in domain.
For an instance, the neighbor node contains the load value is 2, RER value is 175 and ETX value is 10. As per the FLEA-RPL membership function, the Load metric fuzzy set or linguistic variable value is "light" and membership function value is 1. Likewise, the RER fuzzy set values are "Average and full" and Membership values are 0.5 and 0.5 respectively. Moreover, ETX metric fuzzy set value is "Short" and membership value is 1. Hence, two fuzzy rules i.e. rule 1 and 4 matched and it activates the results "Excellent" and "Very good". By applying fuzzification process, the result of rule 1 is 0.5 and rule 4 is 0.5. The defuzzified crisp value (R) is calculated in below.
The participant node selects the best parent from preferred parent node quality.
C. Rank Calculation
The rank of node "N" calculates from rank of parent node of "N" and rank increase. The rank increase calculates from step and MinHopRankIncrease. MinHopRankIncrease value is standardized and default value is 256. The step value calculates from routing metrics load, ETX and RER using fuzzy logic. The rank calculates from (9) and (10). (9) Rank_increase=Step×Min_Hop_Rank_Increase (10)
Rank(N)=Parent_Rank(N)+Rank_increase
D. Parent Selection Process
The DODAG request process is carried out in two ways. i). participant node sends the DIS request to DODAG. ii). Periodically, DODAG will send the DIO control message to entire participant node. The proposed FLEA-RPL routing protocol considers the routing metrics load, ETX and RER, which applies the fuzzy logic over these routing metric, to select the best parent among the preferred parent across the network node. Before sending the DIO control message, the DODAG activates timer; the counter C value is initialized as zero. The trickle time interval size is denoted as "I" and it ranges from I min to I max . The I min value is 12ms and I doubling value is 10ms. The DODAG sends the DIO control messages to the entire participant node. Finally, DODAG accepts the participant's confirmation and it sends the DAO-ACK messages to the respective participant node. If the participant node is getting delay to send the DAO messages to DODAG, it reset the trickle timer and again does the same process. The parent selection process and algorithm is given in below. Initialize the linguistic variable of Load, RER and ETX 8: Construct the membership function for Load, RER and ETX 9: Construct the fuzzy rule base 10: Convert preferred node crisp input value into fuzzy value using Membership Function 11: Evaluate and aggregate the rules from fuzzy rule base 12:
Convert into fuzzy value into crisp value using Defuzzification 
IV. PERFORMANCE EVALUATION
A. Simulation Setting and Parameter
The purpose of the simulation is to reveal, how FLEA-RPL protocol provides the better performance, it is compared with other similar routing protocol RPL, MRHOF-RPL and FL-RPL in LLN. The proposed FLEA-RPL protocol conducted the simulation using COOJA simulator. We have conducted the simulation several times. It consists of 100 RPL routers with 1 DODAG root over the square environment (600m × 600m). The experimental nodes located randomly and connected in the LLN. Our simulation is considered the TmoteSky and it is provided the radio channel is 26 and the maximum transmission power level is 0 dBm. In each time of simulation, every 60 seconds RPL router sends 1 data packet into DODAG root. However, LLN changes the topology of every 60 seconds. 
B. Performance Metrics
The evaluation of FLEA-RPL based on the following performance metrics.
 Average Number of Parent Changes
It denotes, how many times the node is changed of its parent in a DODAG. It measures the network stability. The minimal number of parent changes leads to stable topology.
 Average End-to-End Delay
It indicates the time delay between the data packet forward from sender (DODAG node) and received by receiver (DODAG root).

Average Packet Loss Ratio
It indicates the ratio of total amount of failure data packet at destination and total number of data packets sent by the sender.
 Average Remaining Energy
It estimates the network lifetime, which indicates the average residual or remaining energy present in the network nodes.
C. Evaluation Results
In this section, we evaluated the performance of FLEA-RPL and it is compared with other similar routing protocol RPL, MRHOF-RPL and FL-RPL.
C1. Number of Parent Changes
We measured the parent changes in FLEA-RPL and it is compared with RPL, MRHOF-RPL and FL-RPL. Fig.6 shows that the routing protocol RPL, MRHOF-RPL and FL-RPL and FLEA-RPL of the average numbers of parent changes rate per hour are 0.2, 0.25, 0.27 and 0.26 respectively. The higher number of parent change value indicates the topology instability. In FLEA-RPL, the number of parent change value is slightly high but it is smaller than FL-RPL. Fig.7 shows that an average end-to-end delay (latency) and it is compared with RPL, MRHOF-RPL and FL-RPL and FLEA-RPL. Average end-to-end delay indicates the time duration between the packet transmissions from source to destination. RPL has provided more latency than MRHOF-RPL and FL-RPL. Standard RPL has provided the shortest path, high latency and congestion happened in RPL. However, FLEA-RPL has provided the low average end-to-end delay (latency) than similar other routing protocol RPL, MRHOF-RPL and FL-RPL. In FLEA-RPL, the maximum delay deals 2.9 seconds for 10 
C2. Average End-to-End Delay
C3. Network Lifetime
In this simulation, we monitored the remaining energy of entire node in a network and FLEA-RPL is compared with other similar RPL. We conducted the simulation for two days. We adjusted the throughput range from 1 packet / minute to 6 packet / minute. Fig.8 shows that an average remaining energy distribution of nodes in the network with 1 packet per minute.
For instance, the simulation conducted for two days with RPL and throughput is 1 packet/ minute. The network contains that 23 % of the node remaining energy is under 80%, 31% of node remaining energy is between 81% and 85%, 26% of the node remaining energy is between 86% and 90%, 10% of node remaining energy is between 91% and 92%. The remaining energy decides the network survivability. In RPL, the nodes are maintaining different remaining energy. Therefore, most of node will be happened the early battery exhaustion.
In FL-RPL, the network contains 86% of node remaining energy is between 84-87% and 14% node remaining energy is 90% of the battery.
FLEA-RPL optimized the parent selection and improved the network life than objective function (OF-FL) based FL-RPL. The network node contains 90 % of the node remaining energy is between 84 to 87% of their battery and 10% of the node remaining energy is 92%. The FLEA-RPL improves the network lifetime across the network nodes. Fig.8 . Remaining power distribution for 1packet/minute Fig.9 shows that the average remaining energy distribution of nodes in the network with 6 packet per minute. For instance, the network with objective function (OF-FL) based FL-RPL contains 86% of the node remaining energy is between 62-67% and 14% of the node remaining energy is 70% of the node battery.
In FLEA-RPL, the network contains 90% of the node remaining energy is between 62-66% of their battery and 10% of the node remaining energy is 72% of the node battery. The FLEA-RPL is demonstrated the simulation with 6 packet/minute and it will exhaust the battery faster than 1 packet/ minute. 
C4. Average Packet Loss Ratio
We conducted the simulation and observed that FLEA-RPL protocol provides lower value of average packet loss than other similar RPL protocol with throughput 1 to 6 packet per minute. RPL based network lead to high packet loss, due to it does not promote the link quality. Hence, the parent node may be congested or drop the packet during the data transmission from source to destination. ETX based network follows the high link quality for choosing the parent node but the packet loss happens, due to energy exhaustion. FL-RPL based network comparatively reduced the average packet loss ratio than RPL, MRHOF-RPL. In FL-RPL,When the network size is increasing, the packet loss ratio also increased automatically. Fig.10 shows that an average packet loss ratio with respect to network size. FLEA-RPL with throughput 1 packet per minute and the simulation result shows that there is no packet loss ratio up to the network size is 40. Packet loss ratios are 1%, 3%, 4% for the network size 60, 80 and 100 respectively. 11 shows that an average packet loss ratio with respect to network size. FLEA-RPL with throughput 6 packet per minute simulation result shows that there is no packet loss ratio up to the network size is 20. Packet loss ratios are 1%, 2%, 4% and 7% for the network size 40, 60, 80 and 100 respectively. 
C5. Effect of the Network Node Failure on Packet Loss Ratio
We conducted the simulation of the proposed FLEA-RPL in the presence of node failure. We varied the throughput values from 1 packet / minute to 6 packet / minute. Fig.12 shows that an average number of packet loss ratio of different number of failure happened node. We observed the simulation results, the number of failed node increases at the same time the number packet loss ratio is also increased. The FLEA-RPL provided the lower packet loss ratio than other similar routing protocol RPL, MRHOF-RPL and FL-RPL. RPL based network does not consider the link quality. MRHOF-RPL based network increases the node failure, due to the early battery exhaustion. FL-RPL based network does not consider the traffic load. The number of failed node size is 30 and average packet loss ratios are 15, 10, 7, 6 for RPL, MRHOF-RPL, FL-RPL and FLEA-RPL respectively. In this paper, we proposed a fuzzy logic based energy aware RPL protocol for Internet of Things. In FLEA-RPL, participant node wants to send the data to DODAG root through parent node. It chooses the best parent based on the quality, among its preferred parents in DODAG. The quality of parent node is calculated by applying the fuzzy logic over the routing metrics load, ETX and RER of the node. The node with the high quality value among the preferred parents is selected as the parent node to transfer the data, in DODAG. The simulation result shows that FLEA-RPL provides the better performance in terms of the packet delivery ratio and network lifetime compared to RPL, MRHOF-RPL and FL-RPL.
As part of future work, it is planned to provide mobility to the nodes, in low power and lossy networks (LLN) and it is also planned is to deploy it in the real time environment.
